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V.V.V. - Npaic-nucr ycayr

JaTta o6HoBJsieHus: 1 suBapsa 2024 roga

Ayaut nHpopmaumoHHOI 6e3onacHOCTU

[IpoBeieHNE KOMILJIEKCHOM OLIEHKU TEKYIEr0 COCTOSIHUS MHPOpPMaLlMOHHON
6e30MacHOCTH KOMIIAaHUHY, BbisIBJIEHUE YI3BUMOCTEHN U Ollpejie/ieHUe PUCKOB [
pa3paboTku 3G PeKTUBHON CTPATETUU 3AIUTHI.

Lena: 100,000 py®.

MeHeT-TecTupoBaHUe (TeCTUpOBaHUE HA NPOHUKHOBEHME)

[IpoBesieHHNE TECTOB HAa MPOHUKHOBEHHUE C L[€JIbI0 BbISIBJIEHHUS CJI1a0bIX MECT B CETU U
CHCTeMax KOMIIaHUH, KOTOpble MOTYT OBbITh UCI0JIb30BaHbl 3JI0YMbILILJIEHHUKAMHU.
BkJitoyaeT Mozie/IMpOBaHUE BO3SMOXKHBIX aTaK U peKOMeH/Jalu N0 yCTPaHEHUI0
ySI3BUMOCTEM.

Lena: 150,000 py®.

3awuTa oT LeneHanpasseHHbIX atak (APT)

Pa3pa60TKa " BHeAPpEHHWEe CUCTEMbI 3allJUTHI OT CJIOXKHBIX U LleJIeHallpaBJIEHHbIX aTaK,
BKJIIOYasA MOHUTOPUHT ceTeBOM dKTHBHOCTH, 06Hapy>KeH1/1e aHOMaJIMH U aHaJ/IU3
NOTEHUUAJIbHBIX YTPO3.

Lena: 200,000 py6.

BHegpeHue cucTeM MOHUTOPUHIA U ynpaBaeHUa cobbiTuamm
6e3onacHoctu (SIEM)

YcranoBka 1 HacTpoiika SIEM-crctem zsis1 c60pa, aHa/iM3a U XpaHeHUs JJaHHBIX O
COOBITHAX 6€30MaCHOCTH, YTOObI CBOEBPEMEHHO BhISIBJISITh M pearupoBaTh Ha yTPO3bl.

[lena: 180,000 py®.

NMpumeyaHua

* ]_[eHbI YKa3aHbl C y4eTOM 6a30BbIX IaKeTOB yCJYT. OKoHYaTeJIbHag CTOUMOCTb
pacCCUnUThIBaeTCAd UHAWBU/AYA/JIbHO B 3aBUCUMOCTH OT O6'beMa pa60T 14 Tpe6OBaHI/IIL/'I
KJINEHTa.

* Bo3MO0O>HO npeaocraBjieHUWE CKUAOK IIPH 3aKJ/JIIOYEHHUH JOJITOCPOYHBIX KOHTPAKTOB OT 3x
MecAleEB
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O6yuyeHue 1 NoBblLEHUE 0CBeA0MIEHHOCTU COTPYAHUKOB

[IpoBesieHVEe TPEHUHTOB U 06Y4YeHUsI COTPYAHUKOB IpaBuJiaM UHGOPMaIMOHHON
6e30IacHOCTH, BKJIIOYasi 00yuyeHUe MeTo/jaM 3alUThl OT QUIIHUHTA, COLIUATBHOTO
WHXXHHUPUHTA U 6€30IacHOT0 00 palleHHs C KOPIOPAaTHUBHBIMH JaHHBIMH.

[lena: 50,000 py®.

YnpaBneHue J0OCTyNnomM U KOHTPoab npusuaerui (IAM)

BHegpeHue cucTeMbl yIpaBJeHUd AOCTYIIOM U [IpaBaMHU N10Jib30BaTe el s
MUHHUMMU3AL MU PUCKOB, CBA3AHHBIX C HECAHKLIMOHUPOBAHHBIM JOCTYIIOM K BaXKHOU
“HbOpMaLMHY U pecypcaM KOMIaHUMU.

Lena: 120,000 py®.

PesepsHoe KonupoBaHue 1 NnaH BOCCTaHOBAEHUA nocne cboes
(DRP/BCP)

Pa3paboTka u BHeJJpeHHEe CTPATErMH Pe3epPBHOT0 KOMTMPOBAHMUS JAHHBIX U IIJIaHA
BOCCTaHOBJIEHU NOCJIe CO0€eB, YTOOBI KOMIIAaHHUS MOTJIa GbICTPO BOCCTAaHOBUTb CBOU
onepanuy B cly4yae NOTepH JaHHBIX UM KMOepaTaKu.

Llena: 140,000 py6.

YnpasneHue nHumMgeHTamu nHpopmaumoHHoO 6e3onacHoCTU

Co3zaHre 1 HaCTPOMKa MPOIECCOB [IJIsl CBOEBPEMEHHOI0 pearipoBaHUsA Ha UHIUEHThI
6e30IMacHOCTH, BKJIIOYasl pa3paboTKY ClieHapUeB JIeMCTBUH U IJIAHOB JINKBUAALIMH
MocJe/ICTBUN UHIIUJEHTOB.

Lena: 160,000 py6.

NMpumeyaHua

* ]_[eHbI YKa3aHbl C y4eTOM 6a30BbIX IaKeTOB yCJYT. OKoHYaTeJIbHag CTOUMOCTb
pacCCUnUThIBaeTCAd UHAWBU/AYA/JIbHO B 3aBUCUMOCTH OT O6'beMa pa60T 14 Tpe6OBaHI/IIL/'I
KJINEHTa.

* Bo3MO0O>HO npeaocraBjieHUWE CKUAOK IIPH 3aKJ/JIIOYEHHUH JOJITOCPOYHBIX KOHTPAKTOB OT 3x
MecAleEB



